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1. What is IoT and It’s Scope in India? 
 

Electronic, sensors, and software-enabled network of connected physical things 

is known as the Internet of Things (IoT). These nodes, which are connected 

items, communicate with one another online. By 2025, there will be 22 billion 

linked devices worldwide. Industries like manufacturing, agriculture, healthcare, 

transportation, media/advertising, retail, water and waste management, power 

distribution, etc. can all benefit from the deployment of IoT technology. IoT is 

employed in many different applications, including smart solar panels, smart 

homes, smart parking, smart healthcare, smart traffic lighting, and smart water 

level monitoring. 

It is necessary for the industry and other contexts to achieve high production, 

efficiency, a safe working environment, and minimal carbon emissions. Several 

firms are focusing their efforts on developing smart solutions for the 

manufacturing and healthcare industries. 

The 100 Smart Cities Mission was launched by the Indian government in 2016 

and will be finished in 2024. In order to build smart cities, state governments 

have invested over Rs 2 lakh crore, and another Rs 4.5 lakh crore is planned. 

The Internet of Things has several uses in smart cities. Among the smart 

technologies employed in IoT are traffic control, energy harvesting via solar 

panels on buildings and LED lighting, water conservation via smart metres, etc. 

With the rollout of 5G networks in our nation, IoT usage is growing. IoT solutions 

will be essential for home automation, security, and a number of other industrial 

challenges with 5G connectivity. Every day, thousands of IoT-related jobs are 

created. 

By the end of 2022, the Indian government intends to implement 5G in a few 

places. Many nations, including China, Korea, Japan, and the United States, 

have already installed 5G networks. 
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Infrastructure, vertical, and application are used to segment the Indian IoT 

market. The market is divided into platforms, mobile networks and access 

technologies, cloud solutions/storage and processing, analytics, and security 

based on the infrastructure. The market is divided into healthcare, energy, 

public & services, transportation, retail, individuals, and others based on the 

vertical (manufacturing). The healthcare industry's drugs, health, and 

biotechnology segments. Government, BFSI, and other services are included 

under public (hospitality and entertainment). Aerospace, automotive, railroads 

and systems, and marine all fall under the transportation sector. Additionally, 

the market is divided into smart homes, smart wearables, smart cities, smart 

grids, industrial internet of things, connected cars, connected healthcare, and 

others based on the infrastructure (toys and drones). 

Ecoxys, HCL Technologies, Ennovasy, and other top companies are among 

those that are active in the Indian IoT sector. To increase their market share in 

India, these businesses use a variety of organic and inorganic growth tactics, 

including mergers, acquisitions, and product launches. 

2. Key Application in India of IoT 
 

Figure 1- Top IoT Trends in India 

 

Figure 2- Top IoT Trends in India 
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1. Smart Cities: In today's world, everyone prefers smart cities. Thanks to IoT, 

smart cities will keep growing their influence by utilising cutting-edge 

technologies that will use data from IoT devices to connect entities. IoT 

opens up possibilities for better cities, like automated parking, smart lighting, 

smart irrigation, waste generation, walkable neighbourhoods, and smart 

homes to make better use of infrastructure, protect resident safety, and aid 

in resource management effectively. 

2. Smart Factories: By enabling automation and real-time data analytics, IoT 

may increase efficiency. It can also assure smooth operations and high-

quality output by streamlining workflows and spotting problems that a human 

eye might miss. Additionally, it can assist in tracking plant assets, cutting 

down on production time, and consolidating control rooms. 

3. Data-Driven Healthcare: With the help of the IoT, healthcare service 

providers can access real-time data to monitor patients remotely and lower 

the risk of sickness. The healthcare workforce may now concentrate more 

on research, education, and patient satisfaction. 

4. Artificial intelligence (AI): Businesses can get greater value from their vast 

data collections thanks to AI capabilities. IoT data will be analysed by AI in 

a variety of ways, including data preparation, streaming data visualisation, 

real-time location, predictive analysis, and more. 

5. Data Processing with Edge Computing: Before transmitting data to the 

cloud for calculation and sorting, Edge Computing saves the data locally 

close to the IoT device. As IoT devices employing edge computing consume 

less bandwidth, more enterprises will adopt edge computing with reasonably 

priced edge devices in the years to come. 

6. Smart Retail: With the usage of IoT devices and RFID (Radio Frequency 

Identification Tags), the retail experience is becoming smarter and better. 

Store managers may learn how customers spend their time in the stores, 

follow their movements, analyse their behaviour, and effectively manage 

inventory by employing IoT devices. 
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7. Fitness: By tracking health issues like blood pressure, blood sugar levels, 

heart rate, and other factors in real-time, fitness trackers and other health 

devices can help people live better lives. Smart medical gadgets have the 

ability to alert the concerned party or department in an emergency. 

8. Telecommunications: The implementation of 5G will lead to an increase in 

the number of linked devices and IoT applications in the upcoming years. 

Consequently, we must redefine our lives in the hyperconnected era. 

3. Leading IoT Initiatives in India 
Some of the key initiatives on IoT taken by the Government of India (GoI) are 

as follows: 

1. Draft IoT Policy 2015: Ministry of Electronics and Information Technology 

(MeitY, earlier referred as DeitY) launched India’s first draft of IoT Policy 

Document in 2015– a strong governance framework for holistic 

implementation and execution of IoT-related policies 

2. National Digital Communications Policy (NDCP) 2018: Futuristic goals 

and policy initiatives undertaken by NDCP to address the problem of 

communications and access of digital services in India 

3. Smart Cities Mission (SCM) 2015: Smart City Mission was launched in 

2015 to drive economic growth and improve quality of life by using 

technology as a means to create smarter outcomes 

4. IoT Centre of Excellence (CoE) by NASSCOM, MeitY and ERNET: CoE 

is specifically designed to help Indian IoT Start-ups to create market-leading 

products. CoE is India’s largest deep tech innovation ecosystem. 

5. IoT lab, a partnership between IIT Delhi and Samsung: MoU between IIT 

Delhi and Samsung was signed in 2016, with the objective to enhance 

research capabilities and industry collaboration in IoT space. 
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4. Indian IoT Market 
 

India's IoT market is anticipated to grow from US$4.98 billion in 2020 to 

US$9.28 billion by 2025, mostly because to changes in enterprise behaviour 

brought on by the COVID-19 pandemic and verticals' emphasis on automation. 

Frost & Sullivan's most recent report shows that the country's increase in IoT 

usage is supported by good connectivity and coverage, increasing internet 

penetration, a surge in the use of smart apps, new business models, and 

government efforts including smart city projects. 

According to Apalak Ghosh, associate director, Information & Communications 

Technologies, Frost & Sullivan, "IoT solution deployment for manufacturing 

industries, including automotive, energy and utilities, smart cities (government), 

retail, and other industries, such as logistics, will drive investments for 

enterprise IoT products and services." To benefit from their digital 

transformation, businesses are investing more in cellular IoT and becoming 

more technologically oriented. 

Ghosh continued: "The majority of market revenue comes from use cases 

including industrial automation, building automation, security, and surveillance. 

Depending on their strategic alliances with hardware providers and their 

positions in the IoT value chain, telcos may profit from a portion of this revenue." 

For IoT providers, India has a variety of options, and the nation's IoT ecosystem 

is predicted to keep expanding to create entirely new revenue streams. Market 

players should concentrate on: 

Private long-term evolution (P-LTE) for improved security: Indian telcos 

should concentrate on promoting the advantages of P-LTE to raise awareness 

and approach businesses with P-LTE solutions tailored to specific verticals. 

Real-time operational intelligence for improved risk and compliance 

management: To deliver brand-neutral IoT solutions, IoT suppliers must create 

hardware and software that is interoperable and pre-integrated. 
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Visual matrix solutions for better CX: IoT providers should collaborate with 

OEMs of visual surveillance systems to offer in-store, real-time consumer 

analytics in addition to core security solutions. 

Starting with open source based IoT solutions can significantly save costs and 

promote the acceptance of smart laboratories as a service. IoT as a Service for 

Smart Diagnostics Laboratories. 

 

• Revenue in the IoT market is projected to reach US$942.00m in 2022. 

• The market's largest segment is Smart Home Technologies with a projected 

market volume of US$922.90m in 2022. 

• Revenue is expected to show an annual growth rate (CAGR 2022-2027) of 

10.14%, resulting in a market volume of US$1,527.00m by 2027. 

• In global comparison, most revenue will be generated in the United States 

(US$4,761.00m in 2022). 

The India IoT in manufacturing market will benefit from the growing use of cloud 

computing services, which are becoming more popular due to their low cost, 

high performance, and accessibility. Additionally, it is projected that supportive 

government programmes like "Digital India" and "Make in India" will serve as a 

catalyst for the expansion of the India IoT in manufacturing industry. 

The market can be divided into Solutions, Services, and Platforms based on 

component. In 2020, the market was led by the solution component because 

these solutions let businesses to concentrate on business outcomes rather than 

dealing with maintenance and support issues. Additionally, these solutions 

increase essential asset availability, utilisation, and performance while lowering 

costs. 

Predictive maintenance, business process optimization, asset tracking & 

management, logistics & supply chain management, real-time workforce 

tracking & management, automation control & management, emergency & 

incident management, and business communication can be used to segment 

the market based on application area. In 2020, the asset tracking and 
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management segment led the market due to its ability to proactively supply 

useful measures for machinery and equipment. Organizations can track assets 

using asset tracking & management technologies and get alerts when 

maintenance is necessary. It enables businesses to carry out routine 

maintenance, boosting the asset's productivity. 

The market is divided into four categories: North, South, East, and West. Due 

to the fact that the major companies in the Indian IoT in manufacturing market 

operate their facilities there, the southern region will dominate the market in 

2020. IBM India Pvt. Ltd., Cisco Systems (India) Pvt. Ltd., Huawei 

Telecommunications India Pvt. Ltd., Microsoft Corporation (India) Pvt. Ltd., 

Schneider Electric India Pvt. Ltd., Siemens Limited, Bosch Ltd., SAP India 

Private Limited, GE Digital, Zebra Technologies India Pvt. Ltd., etc. are a few 

of the major players. To maintain their competitiveness in the market, major 

corporations are introducing new items and creating cutting-edge technologies. 

The development of new products and mergers and acquisitions are two other 

competitive strategies. 

Figure 3- Global Trends Worldwide 

 

Figure 4- Global Trends Worldwide 
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5. Securing IoT Challenges 
 

Developing IoT apps and meeting the rising demand for linked devices present 

several security problems. One device in the chain controls the security of the 

entire Internet of Things network. The security of every other device in the chain 

is put at risk if one of the devices is breached. This has the potential to 

jeopardise the network's overall security. 

Very few manufacturers in this IoT market consider the security concerns 

related to data access & IoT devices. The Data Security Council of India (DSCI) 

notes the following problems with IoT security: 

 

6. Future of IoT in India 
The worldwide IoT market is expected to grow dramatically over the next 

several years as the globe becomes more linked. A study by Cradlepoint, a 

market leader in cloud-delivered 4G LTE network solutions for businesses, 

service providers, and government organisations, shows that nearly 70% of 

Figure 5- Challenges while Securing IoT 
Ref - https://community.nasscom.in/communities/emerging-tech/iot-ai/iot-technology-in-india.html 
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organisations have adopted, or plan to adopt, IoT solutions within the next year, 

despite the fact that there are still security concerns with the IoT that have not 

yet been addressed. More than double the US$ 235 billion spent on the IoT in 

2017, according to Bain, the combined markets would reach roughly US$ 520 

billion in 2021. 

With the increasing demand of IoT we can improve the efficiency of our 

industries and other sectors. Some of the IoT initiatives taken by the 

government of India and future scope of IoT in India. Due to the rise of the 

devices we are facing security issues. We have to improve these challenges in 

the upcoming years so that we can make use of these devices more efficiently. 

For this we have to take some hard steps to remove these issues in industrial, 

commercial areas. 

 

  


